
UBND THANH PHO HAI PHONG
SO THONG TIN vA TRUYEN THONG

soJ6t*rsrrrr-cNrr
V/v nguy co t6n c6ng vdo ph6n mAm SolarWinds vd
canh b6o l5 h6ng bio m{t trong mriy cht Microsoft

Exchange.

CQNG HOA XA HQI CHt NGHIA VIET NANI
DQc l$p - Tu do - H4nh phric

Hdi Phdng, nldy &f, thdng 12 ndm 2020

Kinh gui:
- C6c So, ban, ngdnh thdnh ph6;
- C6c co quan Trung uong t6 chuc theo ngdnh dgc;
- Uy ban nh6n ddn c6c qufn, huy6n;
- C6c t6 chric, doanh nghi6p tr6n tlia bdn.

Ngity 2111212020, Cgc An toirn th6ng tin c6 C6ng ven sO 1204/CATTT-
NCSC vO vi6c cdnh brlo 06 16 h6ng bio mft (CYE-2020-17117, CYE-2020-
17 132, CVE-2020-17 1 41, CyE-2020-t7 t 42, CvE-2020- t7 | 43, CVE-2020-
17144) trongmriy cht Microsoft Exchange vd C6ng van s6 tZOl ICATTT-NCSC

I .^ i ^ve viQc nguy co tdn c6ng vdo ph6n m6m SolarWinds phi6n bAn SolarWinds
Orion 2019.4 d6n2020.2.1 (gui kimvdn bdn),

Sd Th6ng tin vd TruyAn th6ng trdn trong d€ nghi c6c co quan, don vi rd
sorit hQ th6ng c6ng nghg th6ng tin vd thuc hi€n cric biQn ph6p ph6t hi€n, ngdn

^ichan nguy co gdy mdt an todn th6ng tin do cric 16 h6ng n6u tr€n gdy ra tai co
quan vd c6c tlon vi truc thudc theo huong din ctia Cuc An todn th6ng tin tai

C6ng vdn sO tZOqlCettT-NCSC vd l20TICATTT-NCSC.

Sd Th6ng tin vd TruyAn th6ng cu 6ng Nguy6n D6ng Huy (Trudng Phong

Ha tAng ky thuat vd An torin th6ng tin - Trung t6m Th6ng tin vd Truydn th6ng,

s6 Oign thoai 098.4462472)litdAu mOiph.ii trqp, trao d6i th6ng tin.

Trdntrong.l .b

Noi nhQn:
- Nhu tr6n;
- UBNDTP (d6 b/c):
- Ban I 14 (el6 b/c);
- GD, cric PGD Sd;
. TT TT&TT;
- C6ng TTDT Sd, C6ng Tin tfc TPg
- Luu: VT, CNTT.
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BO THONG TIN VA TRUYEN THONG
CUC AN TOAN THONG TIN

56: 12O4/CATTT-NCSC
V/v cinh btio 16 h6ng brio m5.t trong mriy

cht Microsoft Exchange

CQNG HOA XA HOI CHU NGHiA VIET NAM
D6c lip - Tu'do - H4nh phtc

Ha N|| ngdy2/thdng l2ndm 2020

Kinh gti
- Don vi chuydn trdch ve CNtt cric bQ, co quan ngang bQ,

co quan thuQc Chinh pht;

- So Th6ng tin vi Truy6n th6ng ciic tinh, thdnh ph6 truc

thu6c Trung uong;

- Cric Tap tlodn, T6ng c6ng ty nhd nudc; Crlc Ngdn hdng

TMCP; C6c t6 chuc tdi chinh;

- HQ thiing c6c don vi chuydn trrich vd an todn th6ng tin.

HQ th6ng Crinh brio di6m ytiu vi rd so6t 16 h6ng bao mdt tu dong cta

Trung t6m Girim sdt an todn kh6ng gian marg qu6c gia (NCSC), Cuc An todn

th6ng tin di ghi nh4n 06 16 h6ng bio m4t (CVE-2020-17ll7,CVE-2020-17132,

cvE-2020-1 71 41, CVE-2020-17 I 42, CVE-2020-I 71 43, CV E-2020-17 1 44)

trong c6c mrly chrl thu diQn ru st dpng Microsoft Exchange. C6c 15 h6ng niy

anh huong tdi hAu h6t crlc phi€n bdn Microsoft Exchange cho ph6p dtii tuqng tAn

cdng chdn vi thuc thi mi lQnh trrii ph6p nr do ki6m sodt miiy chu thu diQn tu vd

tlinh cap dt liQu tr6n hQ tht5ng. Otii tuqng tdn c6ng c6 th6 khai thric 15 h6ng khi

c6 mQt tdi khoin thu diQn tu th6ng thubng tr0n hQ th6ng (th6ng tin chi ti6t c6 t4i

phu lqc kdm theo).

Ddy li c6c t6 hOng mdi vir mQt sii tO t iing dd c6 mi khai thric c6ng khai

tr6n Internet (CVE-2020-17141 , CVE-2020 -\7143, CVE-2020-17144), dd duoc

Trung tdm NCSC ki6m tra vA tht nghiQm. C6 nhi6u nh6m t6n c6ng cing tlang

khai thdc cdc 16 h6ng ndy d6 tdn c6ng vdo cdc co quan, t6 chric. Nhim drlm bAo

an todn th6ng tin cho hQ th6ng th6ng tin cta quj don vi, g6p phin bAo dAm an

todn cho khdng gian m4ng Viqt Nam, Cuc An toin th6ng tin d€ nghi quf tlon vi

thuc hi€n:

l. Rd so6t ciic m6y cht c6 cii dit Microsoft Exchange dd phdt hi6n vd xu

I



11; kip thdi cilc miiy cht c6 khd ndng cti bi d6i tuqng tAn c6ng khai thric th6ng

qua lo hong tren.

2. Ki6m tra, ri so6t vir xiic dinh toirn b6 c6c mriy cht bi Anh huong. Cfp

nhit bin v6 hoic khic phr,rc l5 hOng theo hu6ng din cua Microsoft.

3. Tlng cuong theo d6i girim srit hQ th6ng d6ng thoi thuong xuy6n theo

d6i kCnh cinh brio cira cdc co quan chric ndng vd crlc t6 chr?c lon v6 an todn d6

phrit hiqn kip thdi c6c nguy co tdn c6ng mang.

.:
Trong truong hqp cdn thi6t c6 th6 li€n hQ rl6u m6i h6 tro cia Cuc An todn

th6ng tin: Trung tdm Girim srit an todn kh6ng gian mang qu6c gia, dign thoqi

02432091616, thu diQn tu: ais@mic.gov.vn.

Trdn trong./.

Noi nhQn:
- Nhu tr6n;
- Thri truong Nguydn Huy D[ng (cl6 b/c);
- CUc truong (de b/c);
- PCT NguyEn Khic Lich;
- Luu: VT, NCSC.
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Phg lgc
Th6ng tin crlc 16 h6ng

(Kdm theo C6ngvdn s6 /CATTT-NCSC ngdy

N{6 ta

DitimCVSS: 7.2(Cao)

Anh huong: Exchange Server 2013/201612019.

L6 h6ng cho phdp d6i tuqng tAn c6ng chdn v

thi md tt xa.

Cap nhit bdn vri bdo m4t t4i:

ttps ://msrc.microsoft .com/update-guide/en-

Shulnerability I CYE-2020 - 17 I 1 7

Di6m CVSS: 9.1 (Nghi6m trong)

/ /2020)

Anh huong: Exchange Server 2013/2016/2019.

I-6 h6ng cho phdp tlii tuqng t6n c6ng chdn vd

cYE-2020-17t41

thi mi tt xa.

C|p nhat bAn v6 bio mit tai:

ttps://msrc.microsoft .com/update-guide/en-

Shulnerabi lity I CvE-2020- 17 I 32

Di6m CVSS: 8.4 (Cao)

Anh huong: Exchange Server 2016i2019.

t-6 trOng cho phep tt6i tuong t6n c6ng chdn vd

uc thi md hr xa.

Di c6 mi khai thric c6ng khai trdn Intemet.

Cip nhdt b6n vd bAo mdt tai:

ttps ://msrc.microsoft .com/update-guide/en-

S/vulnerabi lity I CYE-2020 - | 7 I 4 1

Ei6m CVSS: 9.1 (Nghi6m trong)

Anh hudng: Exchange Server 2013/20 l612019.

Ld tr6ng cho phdp tl6i tuong t6n c6ng chdn vd
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cYE-2020-17t44

uc thi mi tu xa.

CQp nhat bin vri bdo m6t tar:

ttps://msrc.microsoft .com/update-

ide/vulnerability / CYE-2020- I 7 1 42

Di0m CVSS: 8.8 (Nghi€m trqng)

Anh huong: Exchange Server 2013/20 1612019 .

I-5 h6ng cho phdp tliii tuo-ng t6n c6ng thu th

Di6m CVSS: 8.4 fNghi€m trong)

Anh huong: Exchange Server 2010.

t 6 hiing cho phdp drii tuqng tdn c6ng chdn vd

uc thi md tu xa.

DI c6 md khai thdc c6ng klai tren Intemet.

Cip nhit b6n vri bdo m4t tqr:

ttps://msrc.microsoft.com/update-guide/en-

S/vulnerabi I ity / cY E-2020 - | 7 | 4 4

4

5 cvE-2020- r 7143

6

[hong tin.

f ru.u md khai thric c6ng khai trcn Intemer.

I aa, *a, bin vd bdo mdt tai:

[rttps://-s.c.rnicrosoft .com/update-

tuid./r.rln".ubility/CVE-2020- I 7 I 43
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CUC AN TOAN TH6NG TIN

s(,;,#lfrc*rt'-Ncsc
V/v cinh bio nguy co tin c6ng vAo phin

mdm SolarWinds
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Kinh g&i:

- Don vi chuy€n trach vC CNtt c6c b6, co quan ngang bQ, co

quan thu6c Chinh phi;

- So Th6ng tin vi Truy€n th6ng cric tinh, thdnh ph5 tr.uc thuQc

Trung uong;

- Cric T6p dorin, T6ng c6ng ry nhi nudc; Cric Ngdn hdng

TMCP; C6c t6 chuc rai chinh;

- HQ thdng c6c don vi chuy€n tnlch vd an toin th6ng tin.

Qua c6ng tic theo d6i, gi6m srit tr6n kh6ng gian m4ng, ctng hogt dQng hgp

tric, chia s6 th6ng tin v6i crlc t6 chric lon vd an toirn th6ng tin rong vd ngodi nudc,

Cuc An todn th6ng tin ghi nh4n nguy co tin c6ng khi st dpng phin miim

SolarWinds phi€n bdn SolarWinds Orion 2019.4 dln2020.2.I.

Diy ld ung dqrng thuong sri dpng trong cdc h9 th6ng th6ng tin cta c6c co

quan t6 chric d6 girim srlt mqng, hg th6ng vi co sd h4 ting c6ng nghQ th6ng tin.

Theo ddnh giri so bQ, 16 h6ng ndy c6 th€ inh huong d6n nhi€u co quan, t6 chuc tv

Vigt Nam, dqc bi$t li co quan chinh pht. ngAn hing, t6 chuc trii chinh, tqp dodn,

doanh nghigp vi c6c c6ng ty tdn, do crlc tton vi niy diu tri6n khai m6 hinh m4ng

c6 sri dpng phin m6m SolarWinds a,! tnuAn tiQn cho viQc quan lj.

Nhim ddm bio an toin th6ng tin cho hQ th6ng th6ng tin cta quf don vi,

g6p phin bio dim an todn cho kh6ng gian mang Vi6t Nam, Cqc An toirn th6ng

tin dti nghi quli don v! thyc hign:

l. Ri soit c6c m6y chri co cii d4t phan mim SolarWinds Orion dd ph6t hiQn

vd xt ly kip thdi c6c m6y chri c6 khd ning di bi d6i tuqng t6n c6ng khai thdc

th6ng qua 16 h6ng tr6n.

2. Ki€m tra, rir sodt vi xirc dinh todn bQ c6c m6y cht bl dnh huong. Cip

Ki bi'i: Cuc A! &,i. rbi{g nn
cr q@: 86 TM.t3 ir vi Truyh 66ng
Ttdi si.n li 2l/l:':1ro l?:56:.a
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nhat ban v6 hodc khic phlrc 16 h6ng theo huorig din cua SolarWinds.

3. Ting cudng theo ddi gi6m s6t hQ th6ng ddng thoi thuong xuy€n theo ddi

k€nh cinh bdo crira cdc co quan chrlrc ning vi cdc t6 chuc ton vA an toiur d6 ph6t

hiQn kip thoi cic nguy co ten c6ng mang.

Trong truong hqp cnn thi6t c6 ttr6 tien h€ dAu m6i h6 trg cua Cqc An toin

th6ng tin: Trung tAm Gi6m s6t an toen kh6ng gian mpng qutic gia, dign thoai

02432091616, thu diQn tfr: ais@mic.sov.vn.

Trintrgng.l. fi/
Noi nhQn:
- Nhu tr0n:
- Th& trumg NguyAn Huy D[ng (d6 b/c)i
- Cuc truong-(<16 b/c);
- PCT Nguydn Khlc Lich:
- Ltru: VT. NCSC.
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Phg lgc
Tbdng tin t6 tr6ng

(Kim theo Cong vdn taffitCertr-NCSC ngArt il-,tzozol

l. Thdng tin chung:

- Anh hudng: phi6n bin SolarWinds Orion 2019.4 diin2020.2.l

- O6i tuqng t6n c6ng cii cim phin m6m tlQc hpi (backdoor SUNBERST) vdo

cric bin c4p nh4t phin m6m SolarWinds Orion.

2. Hu0ng din cip nh$t bin v6:

- Vio ngdy I 5 thring [2 vta qua, SolarWinds d6 ph6t hdnh bin cip nh4t 2020.2.1

IIF 2 d6 giim thi6u nguy co t6n c6ng bdi tO trOng bdo m{t niry.

Truy c{p t4i: https://customerportal.solarwinds.com./

- N6u chua th6 cip nhft bin v6:

+) C6c qu6n tri vi€n c6 thd ngit kiit n6i In,"*., d6i voi c6c sAn phAm SolarWinds

Orion phi€n biin 20 t 9.4 diin 2020.2.1 HF I d0 tninh rui ro nguy co t6n c6ng.

+) Gidi h4n phqm vi tiit niii ttr mrly cht SolarWinds tt5n c6c thiiit bi diu cu6i.

+) Gidi h4n c6c tii khodn c6 d{c quydn crla quin tri vi6n tr€n m6y cht SolarWinds.

+) C6n nhic vigc thay dOi ma,t khAu cho c6c tdi khodn c6 quydn truy cip vdo c6c

sin phim c0a SolarWinds.

3. TGn mitn itQc h4i li6n quan tl6n backdoor SUNBERST

+.avsvmcloud.com

- Quj don vi n6n gi6m sdt hodc chin c6c t<Ct n6; liCn quan d6n t6n mi6n ndy.

Th6ng tin tham khio th€m c6 tli:
- https://www.fireeye.com,ibloglthreat-researcV2020/12/evasive-attacker-

leverages-solarwinds-supply-chain-compromi ses-with-sunburst-

backdoor.html

https://www.so I arwinds.com/securityadvi sory
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