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V/v nguy co t6n c6ng vdo ciic co quan

t6 chric qua 15 h6ng trong \Mware vcenter.

UBND THANH PH6 HAI PHONG
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Hdi Phdng, ngdy 25 thdng l0 ndm 2020

GIAM DOC

L6 Vin Ki6n

Kinh gui:
- C6c Sd, ban, ngirnh thdnh ph6;
- C6c co quan Trung uong t6 chric theo ngdnh dgc;
- Uy ba"n nh6n din c6c qu{n, huyQn;
- C6c t6 chric, doanh nghiQp tr€n dla bdn.

Ngdy 16/10/2020, Cuc An toirn th6ng tin c6 C6ng vdn s6 9Z41CATTT-

NCSC vi, viQc nguy co tAn c6ng vdo c6c co quan t6 chirc qua 15 hdng trong

VMware vcenter, hu6ng d6n c6ch khic phr,rc l5 h6ng tr6n (g*i kdm vdn bdn).

Sd Th6ng tin vd TruyAn th6ng tr6n trqng de nghl c6c co quan, don vi ki€m

tra, rd so6t hQ th6ng c6ng nghQ th6ng tin c6 khA ndng bl 6nh hucrng bdi 16 h6ng

trong VMware vCenter vA thuc hiQn cric biQn phrip xir 11f, khdc phqc tqi don vi

vd c6c co quan tryc thuQc theo huong dAn cira Cuc An toirn th6ng tin t4i C6ng

va.Ii. s6 gzqtctrrr-NcSC.

Sd Th6ng tin vd TruyAn th6ng cri 6ng Nguy6n D6ng Huy (Truong Phong

H4 ting k! thuQt vd An todn th6ng tin - Trung tAm Th6ng tin vd TruyAn th6ng,

sO aign tho4i 098.4462472)li\dAu mOl pfrOi hqp, trao d6i th6ng tin.

TrAntrons-./ . h-..-'

KT. GIAM DOCNoi nhQn:
- Nhu tr€n;
- UBNDTP (de b/c);
- Ban I 14 (il6 b/c);
- GD, cric PGD Sd;
. TT.TTTTT;
- C6ng TTDT So, C6ng Tin tric TP;
- Luu: VT, CNTT.
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BO THoNG TIN VA TRUYEN TH6NG
CUC AN TOAN THONGTIN

coNG HoA xA Hgr csu Ncuia vrET NAM
DQc lflp - Ty do - H4nh phric

56:924 /CATTT-NCSC
V/v nguy co t6n c6ng vdo c6c co quan t6
chfc qua 16 h6ng trong VIVware vCenter

Hd NO| ngdy 16 thang l0 ndm 2020

Kinh gui:

- Don vi chuy6n tr6ch ve CNIT crlc b6, co quan ngang b6, co
quan thuQc Chinh phri;

- Sd Th6ng tin vi Truydn th6ng cdc tinh, thAnh ph5 tnrc thugc

Trung uong;

- C6c Tflp <toan, T6ng c6ng ty nhd nu6c; C6c Ng6n hring

TMCP; C6c td chric tii chinh;

- H0 th6ng c6c don vi chuy€n trrich vd an toin th6ng tin.

Qua c6ng t6c giiim s6t an toin th6ng tin, Trung tim Gi6m s6t an todn kh6ng

gian mang qu6c gia (NCSC), Cgc Antgan t{6ng tiq ph6t hiQn xu hu<ing khai th6c

l5 h6ng trong VMware vCenter, chophep dtii tuong,t6n c6ng cloc tQp tuy f . Theo

d6nh giri so b6 Vmware vCenter li r?ng dqrng duoc su dl,mg t4i rdt nnieu co quan

td chric trong viQc quan lf tflp trung c6c mdy io vd m6y chri ESX/ESXi (c6 it nh6t

hon 20 h€ thiing m6y chri dang hoat ilQng c6ng khai tr6n Internet, chua kd nhidu

hQ th6ng kh6ng c6ng khai).

Eiu thring 10, Trung tAm Gi6m s6t an toin kh6ng gian mang quiic gia ph6t

hiQn mQt s5 md khai thdc tl6 dugc c6ng khai tr€n Internet, nhtng md khai th6c ndy

c6 th6 su dung d6 tin c6ng vio cdc mdy cht VMware vcenter qua d6 ki6m sorit

hQ th6ng th6ng tin cta c6c co quan t6 chuc trong c6c chi6n dich t6n c6ng nguy

hi6m

Nhlm ddm bio an toin th6ng tin cho hQ th6ng th6ng tin cria qu! don vf,

g6p ph6n bio tl6m an toirn cho kh6ng gian m4ng Vi6t Nam, Cgc An roin th6ng

tin y€u cAu tlon vi triiin khai quyiit li€t mgt sti khuytin nghi sau:

L Ki6m tra, rd so6t, xdc minh hQ thiing th6ng tin c6 khi n6ng bi 6nh huong

b0i 16 h6ng tr6n vi c6 phuong rin xt lj, khic phpc l5 hOng. Qu! tlon vi n€n c{p

t x.H.(

sa
(., THONG

,A
v TRUYETI

/'Ho'H
t



nhet, nang cAp l€n phi6n bin Vmware vCenter mdi nhAt ttii ktic phpc l5 h6ng bno

mat n6i tr6n vd c6c tO hOng bio mf,t mdi phdt hiQn kh6c. L5 h6ng bio mat ndy da

duoc v6 tai Vmware vCenter phi€n bd,n 6.5u1.

2. Ting cudng girim set vd sin sirng phuong 6n xu lj khi ph6t hiQn c6 d6u

hiQu bi khai thric, t6n c6ng mang. Otii voi c6c c6 quan t6 chric c6 nhin sg kf thuft

t6t c6 ttrC thri nghiQm xam nhflp vio hC th6ng th6ng qua 15 h6ng niy.

3. Trong truong hqp cin thi6t c6 th6 [Cn h9 diu mtil trO trg cta Cgc An toin

th6ng tin: Trung tAm Girim sdt an toim kh6ng gian m4ng qrr6c gia, diQn tho4i

02432091616, thu diQn tu: ais@mic.gov.vn.

Trin trgng./.

Nari nhQn:
- Nhu tr€n;
- Cuc truong_(dA b/c);
- PCT Nguydn Khic Lich;
- Luu: VT, NCSC.
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Phg lgc
Hutfng df,n chi ti6t vl 16 h6ng bio mft

(Kdm theo C6ng vin s6 /CATTT-NCSC ngiy / l2O2O)

I-6 h6ng t6n tai trong phi6n bin Vmware 6.5.0a-f. Tuy nhi€n qua c6ng tdc

ri so6t cria Trung t6m Gi6m s6t an toin kh6ng gian m4ng qu5c gia, 15 h6ng ndy

6nh huong ttiin ci phi€n bin tu 6.0.0 d6n 6.5.0 vi c6 thti inh huong ci tl6n c6c

phi6n bin ct hon. Vi vny tl6 tr6nh nguy co bi khai th6c, Trung tem NCSC khuy6n

nghi cric quin tri vi6n cflp nhit h€ thting l€n phiOn bdn vmware vcenter mdi nhdt.

Thuc hi€n v6 15 h6ng bdo m6t niy theo c6c c6ch sau:

Cich 1: Ndng c6p 16n phi6n bdn Vmware vCenter m6i nhit. Thuc hi6n theo

huong din cria nhd phrit tri6n tai: https://my.vmware.com/group/vmware/patch.

Cdch 2: Cdp nhdt c6c b&r v6 brio mit da bi.it. M6i ben v6 sE c6 c6ch c{p nhAt vA

su tuoarg thich kh6c nhau, c6n thgc hiQn theo hudng d6n cta nhi ph6t tri6n.

- Vmware phdn phiii c6c brin v6 c6 sin d 2 d,4ng: m6 hinh dlra tr6n ISO vi m6

hinh v6 dua tr6n URL.

Ban v6 d4ng hinh anh ISO c6 th6 tdi tai:

https : //my. vmware. com,/group/vmware/patch

QuAn tri vi6n ctng c6 th6 tai cric bin vri dan gZlP tai:

https://my.vmware.com/web/vmware/downloads vi xdy dpg I kho luu trfi tuy

chinh tr6n m6y chri web cUc b6, t6n t€p tii xu6ng ld vMware-vcenrer - se rve r -
Appliance- product_version - buiLd_nunber -updaterepo.zip

Dudi tl6y ld chi tiiit ciic budc cfp nhflt cho phi€n bin Vmware vCenter 6.5u1:

Bl: Truy cdp vio trang web nhi phrit tri6n vi tii tQp

VMware-vCenter-Server-Appliance-6.5.0. I 2000-7 I 1 6595-patch-Fp.iso

B2: Eua bdn v6 dd tdi xu6ng vdo hQ thting cei dAt c6u hinh vCenter Server

83: B6m drip vdo ISO_mount directory / autorun.exe

B4: Nh6p vdo Patch All
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iJ vC.nt..hv. Compon.nk X

JRE 1 8 0_131patct lorrcanler Sew€r 6.5. For mors irformato,\ 36! lrllprlt(b.Yrmterc cor lol2la'&220

vcenter Java Cornponenls

Palcli o6tarl6

Prch AI I
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Th6ng tin tham khio th€m tai:

https ://kb.vmware. com/s/articlel 21 50220

Cich 3: Trong trudng hqp chua th6 ning c6p kip thoi cdn thgc hiQn bign ph6p dr6

ngdn chin tin c6ng khai thdc 15 hOng tr6n bing crich sri dUng h€ thiing tuong lua.

vmware'vconter Senrer" - Java Compon€nts Update
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