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_ UBND THANH PHO HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc lap - Tu do - Hanh phic
S6:8165/STTTT-CNTT Hai Phong, ngay 3 thang 10 nam 2020

~ V/vnguy co tAn cong vao cic co quan
6 chirc qua 16 hong trong VMware vCenter.

Kinh guri:
- Cac S0, ban, nganh thanh ph;
- Céc co quan Trung wong to chirc theo nganh doc;
- Uy ban nhan dan cac quén, huyén;
- Céc t6 chire, doanh nghiép trén dia ban.

Ngay 16/10/2020, Cuc An toan thong tin c6 Cong van s& 924/CATTT-
NCSC vé viéc nguy co tan cdng vao cic co quan to chirc qua 16 hong trong
VMware vCenter, huéng dan cach khéc phuc 16 héng trén (gui kem van ban).

S& Théng tin va Truyén thong tran trong dé nghi cac co quan, don vi kiém
tra, ra soat hé théng cong nghé thong tin c6 kha nang bi anh huéng bai 16 héng
trong VMware vCenter va thuc hién cac bién phap xu ly, khic phuc tai don vi
va céc co quan truc thudc theo huéng dan cua Cuc An toan thong tin tai Cong
vin s6 924/CATTT-NCSC.

S& Thong tin va Truyén thong ctr 6ng Nguyén Dong Huy (Truong Phong
Ha tang k¥ thuat va An toan thong tin - Trung tdm Théng tin va Truyén thong,
sé dién thoai 098.4462472) la dau mbi phéi hop, trao doi thong tin.

Tran trong./. p/

Noi nhan: KT. GIAM bOC
- Nhu trén; -

- UBNDTP (dé blc);

- Ban 114 (dé blc);

- GD, cac PGD S¢:

-TT.TTTTT;

- Céng TTDT S&, Cong Tin tirc TP;
- Lwu: VT, CNTT.

Lé Van Kién






BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Doc lap - Tw do - Hanh phic

$6:924 /CATTT-NCSC Ha Ngi, ngay /6 thang 70 ndm 2020
V/v nguy co tan céng vio cdc co quan to
chirc qua 16 hong trong VMware vCenter
Kinh giri:
- Bon vi chuyén trach vé CNTT cac bd, co quan ngang bg, co
quan thudc Chinh phu;
- S& Théng tin va Truyén théng céc tinh, thanh phd truc thude
Trung wong;
- Céac Tap doan, Téng cong ty nha nudc; Céc Ngan hang
TMCP; Céc td chic tai chinh;
- Hé thong cac don vi chuyén trach vé an toan thong tin.
Qua cong tac gidm sét an toan théng tin, Trung tim Gidm sét an toan khong
gian mang quoc gia (NCSC), Cuc An toan thong tin phét hién xu huéng khai thac
16 héng trong VMware vCenter, chosphép déi tugngtin cong doc tép tuy y. Theo
danh gid so b Vmware vCenter la img dung dugc sir dung tai rat nhiéu co quan
to chirc trong viéc quan Iy tap trung cdc may 4o va may chi ESX/ESXi (c6 it nhat

hon 20 hé théng méy chu dang hoat dong cong khai trén Internet, chwa ké nhiéu

hé thong khéng cong khai).

Piu théng 10, Trung tdm Gidm sét an toan khdng gian mang qudc gia phat
hién mét sé ma khai thac da dugc cong khai trén Internet, nhitng ma khai thac nay
c6 thé sir dung dé tin cong vao céc may chu VMware vCenter qua d6 kiém soat
hé thong théng tin cia cdc co quan td chic trong cac chién dich tén cong nguy
hiém.

Nhim dam bao an toan thong tin cho hé thng thong tin cua quy don vi,
gép phin bao dam an toan cho khéng gian mang Viét Nam, Cuc An toan thong

tin yéu cau don vi trién khai quyét liét mot sé khuyén nghi sau:

1. Kiém tra, ra soat, xac minh hé théng théng tin c6 kha nédng bi anh hudng

bai 16 hong trén va c6 phuong én xiur ly, khic phuc 16 héng. Quy don vi nén cap



nhat, nang cap lén phién ban Vmware vCenter méi nhat dé khéc phuc 16 hong bao
mat néi trén va cac 16 hong bao mat méi phat hién khac. L3 hong bao mat nay da

dugc va tai Vmware vCenter phién ban 6.5ul.

2. Ting cudng giam sat va sin sang phwong 4n xir 1y khi phat hién c6 diu
hiéu bi khai thac, tin céng mang. Ddi véi cac c6 quan té chirc ¢6 nhan su k¥ thuét

t6t c6 thé thir nghiém x4m nhap vao hé théng théng qua 15 hdng nay.

3. Trong truong hop can thiét c6 thé lién hé diu méi hd trg ciia Cuc An toan
thong tin: Trung tim Gidm sit an toan khong gian mang qudc gia, dién thoai

02432091616, thu dién tu: ais@mic.gov.vn.

Tran trong./.
Noi nhiin: KT. CUC TRUONG
- Nhur trén; o PHO CUC TRUGNG

- Cuc trudng (dé b/c);

- PCT Nguyén Khic Lich; . SAOY BAN CHINI Ky boi: Cye An ol tiomg in
- Luu: VT, NCSC. ' Ngby. 44 ing ADrim BAD Tl . a0 1650

CHANH VAN PHONG



Phu luc
Huwéng din chi tiét va 16 hdng bao mat

(Kém theo Céng vin sb /CATTT-NCSC ngay  / /2020)

L6 hong ton tai trong phién ban Vmware 6.5.0a-f. Tuy nhién qua cong tic
ra soat cua Trung tim Giam sét an toan khong gian mang qudc gia, 15 héng nay
anh huong dén ca phién ban tir 6.0.0 dén 6.5.0 va c6 thé anh huong ca dén cac
phién ban cii hon. Vi vay dé tranh nguy co bi khai théc, Trung tdm NCSC khuyén
nghj cic quan tri vién cip nhat hé théng lén phién ban Vmware vCenter mdi nhit.

Thyc hién va 16 hdng bao méat ndy theo céc cach sau:

Cich 1: Nang cdp 1én phién ban Vmware vCenter mdi nht. Thuc hién theo

hudng din cia nha phat trién tai: https://my.vmware.com/group/vmware/patch.
Céch 2: Cép nhit cac ban va bao mat da biét. Mdi ban va sé& ¢ cach cap nhat va
su twong thich khac nhau, can thuc hién theo huéng din ciia nha phét trién.

- Vmware phéan phdi céc ban va c6 sin & 2 dang: mé hinh dua trén ISO va mé

hinh va dwa trén URL.
Bén v4 dang hinh anh ISO c6 thé tai tai:

https://my.vmware.com/group/vmware/patch

Quan trj vién cling c6 thé tai cac ban va dang ZIP tai:

https://my.vmware.com/web/vmware/downloads va xay dung 1 kho luu trit tuy

chinh trén méy chi web cuc bf), tén tép tai XUf)I’lg la vMware-vcenter-server-

Appliance- product version - build number -updaterepo.zip

Duéi déy la chi tiét cac budc cép nhét cho phién ban Vmware vCenter 6.5ul:
B1: Truy cap vao trang web nha phat trién va tai tép
VMware-vCenter-Server-Appliance-6.5.0.12000-7116595-patch-FP.iso

B2: Pua ban vé di tai xudng vao hé théng cai dat ciu hinh vCenter Server
B3: Bam dtp vao ISO_mount_directory / autorun.exe

B4: Nhap vao Patch All



{4} vCenter Java Components - X

vmware: vCenter Server’ - Java Components Update

2

vCenter Java Components

JRE 1.8.0_131 patch for vCenter Server 6.5. For more information, see hitp:fkb.vmware.com/kbi2 150220

Palch Details

Thong tin tham khao thém tai:
https://kb.vmware.com/s/article/2150220

Cich 3: Trong trudng hop chwa thé nang cép kip thoi can thuc hién bién phap dé

ngin chin tdn cong khai thac 15 hong trén bang céch sir dung hé théng twong la.
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