UBND THANH PHO HAI PHONG CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG DPéc lap - Tu do - Hanh phiic

S6:A943/STTTT-CNTT Hai Phong, ngay AR thdng 9 nam 2020

V/v nguy co tin cong vao cic co quan
t6 chirc qua 16 hong Zerologon.

Kinh gui:
- Céc S&, ban, nganh thanh phé;
- Céc co quan Trung wong t6 chirc theo nganh doc;
- Uy ban nhan dan céc quén, huyén;
- Céc t6 chirc, doanh nghiép trén dia ban.

Ngay 15/9/2020, Cuc An toan thong tin cé Céng vin sb 797/CATTT-
NCSC vé viéc nguy co tdn cbng vao cic co quan td chirc qua 16 héng CVE-
2020-1472 (con dugc goi la Zerologon) trén cac may chu Domain Controller,
canh bao vé 16 hdng Zerologon va huéng dan cach xir Iy, khic phuc 16 hong trén
(gui kem van ban),

S& Théng tin va Truyén théng trin trong dé nghi cac co quan, don vi ra
so4t hé théng cong nghé théng tin va thuc hién cac bién phéap phat hién, ngin
chan nguy co gdy mat an toan thong tin do 16 hong Zerologon gay ra tai cac don
vi va cac co quan truc thudc theo hudng dan ctia Cuc An toan thong tin tai Cong
vin s6 797/CATTT-NCSC.

S Théng tin va Truyén thong cir ong Nguyén Péng Huy (Trudéng Phong
Ha tang k¥ thudt va An toan thong tin - Trung tdm Théng tin va Truyén thong,
s6 dién thoai 098.4462472) 1a dau méi phdi hop, trao ddi théng tin.

Trén trong./ b

Noi nhin:

- Nhu trén;

- UBNDTP (dé b/c);

- Ban 114 (dé b/c);

- GB, cac PGP So;
-TT.TTTTT;

- Céng TTDT So, Céng TTTP;
- Luu: VT, CNTT.

Lé Van Kién
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CUC AN TOAN THONG TIN Dic a5 Tu do ﬁgnh phitc

s6:77 7 ICATTT-NGSC Ha Néi, ngay/ﬁ?hang Anam 2020
V/v nguy co tan cong vao cac ¢o quan 1o
chirc qua 16 héng Zerologon

Kinh guri:

- Pon vi chuyén trach vé CNTT céc bd, co quan ngang bo,
¢o quan thugc Chinh phu;

- S6 Thong tin va Truyén théng cac tinh, thanh pho truc
thudc Trung uong;

- Céc Tap doan, Tong cong ty nha nudc; Céac Ngan hang
TMCP; Céc t6 chic tai chinh;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Ngay 11/8/2020 Microsoft da cong bb 16 hong CVE-2020-1472 (con dugc
g0l 1a Zerologon) trén cdc mdy chii Domain Controller cho phép ddi tuong tan
cong thuc hién tn céng leo thang dé chiém quyén quan tri. Domain Controller
la mdy chu déng vai tro trung tam trong hé théng mang trién khai theo mé hinh
quan ly tap trung, ding dé x4c thuc va quén ly cic may tram khac. Khi t4n cong
duoc vao may chu nay, thi dbi trong tén cong xem nhu kiém sodt toan bo hé
théng théng tin cia td chirc.

Theo dénh gia so bo, 16 hong nay ¢6 thé anh hudng dén nhiéu co quan, o
chire & Viét Nam, déc biét la co quan chinh phu, ngan hang, t6 chire tai chinh.
tap doan, doanh nghiép va céc cong ty 10n, do céc don vi nay déu trién khai md
hinh mang c6 sir dung méay chi Domain Controller dé thuan tién cho viéc quan
ly.

Péau thang 9/2020, qua cong tac theo doi, gidam sat an toan théng tin.
Trung tdm Gidm sat an toan khong gian mang qudc gia, Cuc An toan thong tin
phét hién c6 mot sé mé khai thac cong khai trén Internet. Nh fmg ma khai théc
ndy cé thé sir dung dé tan cong vao may chii Domain Controller qua dé kiém
so4t hé thong théng tin clia cac co quan td chire trong céc chién dich tin cong
nguy hiém. Trong khi d6 viéc phét hanh ban va ddy da cho 18 hong Microsoft du
kién dén Quy 1 nam 2021 méi hoan thanh.




Hién tai, mét sé nhém chuyén thuc hién tn cong APT co dau hiéu tan
dung 16 héng nay dé tdn cong sdu vao hé thong thong tin ciia cac co quan to
chire. Nhim dam béo an toan thong tin cho hé théng théng tin cia quy don vi,
206p phén bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong
tin yéu cau don vi trién khai quyét liét mét s6 khuyén nghi sau:

|. Kiém tra, ra soat va c6 phuong 4n ngan chan cac nhém ddi tuong tan
cong tan dung 16 hong dé thuc hién céc chién dich tn céng APT nguy hiém.

2. Tang cudng gidm st va sin sang phuong 4n xir 1y khi phat hién c6 dau
hiéu bi khai thac, tAn c6ng mang. Ddi véi cac cd quan té chirc ¢6 nhan su k§y
thudt ot c6 thé thir nghiém xam nhép vao hé thong théng qua 16 hong nay.

3.Trong trudmg hop huéng dan, kiém tra chi tiét vé 15 hong co thé lién hé
dau méi hd tro ctia Cuc An todn théng tin: Trung tdm Gidm sét an toan khéng
gian mang quéc gia (NCSC), dién thoai 02432091616, thu dién
ais@mic.gov.vn. -

Tran trong./. 74’"
Noi nhan: KT. CUC TRUONG
- Nhwrtrén; PHO CUC TRUONG
- Bo trudmg (dé ble); . )
- Thir truéng Pham Anh Tuan (dé ble); ;
- Cuc truong (dé ble):. _ )
- Ph¢ Cuc #ruéng Nguyén Khic Lich:
- Luu: VT, NCSC.

Nguyén Khic Lich
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Phu luc
Théng tin vé 16 hong
(kem theo Céng van 56 ? 11d7CATTT-NCSC ngay, 72/ _’:@‘3020)

1. Thong tin chung

- Piém CVSS: 10.0 (dic biét nghiém trong)

- Anh huéng: cdc méy chi Domain Controller sir dung Windows Server
2008; 2012; 2016; 2019, Windows Server version 1903, 1909, 2004.

- L4 hoéng ton tai khi déi twong tan cong thiét 1ap két ndi kénh bao mét
Netlogon véi bo diéu khién tén mién (Domain Controller), sir dung giao thirc tu
xa Netlogon (MS-NRPC).

- Bé khai thac 10 héng, dbi trong tin cong s& dugc yéu cau sir dung MS-
NRPC dé két ndi véi Domain Controller, dé c6 quyén truy cdp quan trj vién.

2. Huwéng din cip nhit ban va

Microsoft dang giai quyét 16 héng nay trong ban phat hanh theo tung giai
doan, quan tri vién tai co quan td chirc trude mit c6 thé can thuc hién ban va cua
Giai doan 1

- Giai doan 1 (thwe hién ngay): cdp nhdt ban va da phat hanh vao
11/8/2020. Ban vé nay cho phép Domain Controller ¢6 thé bao vé cac Windows,
ghi lai cac su kién dé phat hién thiét bi khéng tudn thi dang sir dung cac két noi
kénh bao mat Netlogon dé bi tin cong.

Tham khao céac ban va dugc cép nhét tai:

https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2020-1472

https://support.microsoft.com/en-us/help/4557222/how-to-manage-the-
changes-in-netlogon-secure-channel-connections-assoc

- Giai doan 2: ban v phat hanh Quy 1 ndm 2021 s& khac phuc hoan toan
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