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S6: 324 /CATTT-NCSC Ha Néi, ngay 05 thang 03ndm 2020
V/v nguy co tan cong APT vao cac co
quan to churc Viét Nam

Kinh gui:
- Pon vi chuyén trach vé CNTT céac bo, co quan ngang bo,
co quan thudc Chinh phu;

- S Thong tin va Truyén thong cac tinh, thanh phd tryc
thudc Trung wong;

- Cac Tap doan, Tong cong ty nha nudc; Cac Ngan hang
TMCP; Céc t6 chirc tai chinh;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Thuc hién chirc nang, nhi€ém vu dugc giao, Cuc An toan thong tin thuong
xuyén thyc hién cong tac theo ddi, giam sat trén Khong gian mang nham phat
hién va ngin chin sém cac nguy co gdy mat an toan thong tin.

Qua cong tac theo doi thong tin trén khong gian mang va hoat dong hop
tac, chia sé thong tin v&i cac to chirc 16n vé an toan thong tin trong va ngoai
nuée, Cuc An toan thong tin phat hién trong thoi gian gan day, loi dung tinh
hinh djch bénh Covid-19, nhiéu nhom APT dang tich cuc hoat dong, dé thuc
hién tin cong vao hé thdng thong tin cta nhiéu qudc gia trén thé gidi, trong d6
co Viét Nam.

Theo danh gia ciia Cuc An toan thong tin, cac nhom APT nay van bat dau
cudc tin cong béng thu doan dinh kém ma khai thac diém yéu, 16 hé)ng vao cac
tap tin tai ligu va phat tan tap tin nay qua thu dién tur. Tuy nhién tai liéu lgi dung
dé phat tan ma doc thuong & mdi thoi diém duoc lya chon k¥ ludng, thuong 1a
tai liéu duoc duoc nhiéu nguoi qua tdm hodc nguoi dung muc ti€éu quan tam:
van ban, tai liéu cta cac co quan t6 chuc, gin ddy 1a cac tai liéu lién quan dén
phong chéng dich bénh Covid-19.

Nham dam bao an toan thong tin cho hé thong thong tin ctia quy don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong
tin d& nghi quy don vi thuc hién:

1. Kiém tra, ra soat va khéc phuc cac 16 hé)ng bdo mat trén tat ca cac hé
théng bao gé)m ca cac may tinh can bd nhan vién st dung dé lam viéc, dic biét
lwu ¥ cac 16 hong dad va dang bi loi dung dé khai thac cai cdm ma doc vao may
tinh nguo1 dung;



2. Cap nhat ddu hiéu cho céc giai phap bao mat, dé giam sat, phat hién va
ngin chin sém cac nguy co tin cong mang nguy hiém. Tham khao théng tin k¥
thuat lién quan dén cac nhom APT trong phu luc kém theo.

3. Tang cudng giam sat va sn sang phuong an xu 1y khi phat hién c6 dau
hiéu bi tdn cong lién quan dén cac nhom APT.

Trong trudng hop can thiét co thé lién hé dau méi hd tro ciia Cuc An toan
thong tin: Trung tdim Gidm sat an toan khong gian mang quéc gia, dién thoai
0243.209.1616, thu dién ti: ais@mic.gov.vn.

Tran trong./.

Noi nhin: KT. CUC TRUONG
-Nhutrén; PHO CUC TRUONG
- Bo trudmg (dé blc); :

- Thir truong Nguyén Thanh Hung (dé b/c);
- Cuc truong (dé b/c);

- Ph6 Cuyc trudng Nguyén Khéc Lich;

- Luu: VT, NCSC.
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Phu luc 1

Mot s0 nhom APT c6 muc tiéu tin cong vao Viét Nam

(kém theo Céng van sé

JCATTT-NCSC ngdy  / /2020)

STT

Tén nhom APT

Mo ta chung

Goblin Panda

Con goi la Cycldek, Hellsing, APT27,
1937CN, hoat dong manh tir ndm 2013-
2018, dwgc phat hién tr ndm 2010. Tan
cong vao cac linh vuc qudc phong, ning
lwong va chinh phu. nhim muc tiéu céc
nudc Pong Nam A nhu Lao, Philippines,
Thailand, Vietnam (muyc tiéu chinh la Lao
va Viét Nam)

Mustang Panda

C6 hoat dong tir thang 6 nim 2018. Tan cong
vao Trung tdm phi loi nhuin Trung Qudc,
dang chinh tri Viét Nam, cu dan Dong Nam
A va cac qubc gia khac nhu Puc, Mong Co,
Myanmar, Pakistan, Viét Nam.

Gothic Panda

Con goi la APT03, Boyusec, UPS,
Gothic Panda, Tg-0110. Xuét hién tir nim
2009, APTO03 khai thac 16 hong zero-day
trén cac trinh duy¢t : Internet Explorer,
Firefox, Adobe Flash Player.




Phu luc 2

Danh séich 16 hong dugc cac nhom APT tan dung dé khai thac.
(kem theo Cong van so /CATTT-NCSC ngay / /2020)

STT

L§ hong

Mbo ta

CVE-2012-0158

L& hong trong Microsoft Windows Common Controls
cho phép ké tan tir xa thuc thi mé tuy y. Thanh phan
nay déu c6 trong Microsoft Windows, Internet
Explorer, Microsoft .NET Framework, Microsoft
Office, Microsoft Server Software, Microsoft SQL
Server, Microsoft Developer Tools, and Microsoft
Forefront United Access Gateway

CVE-2017-11882

L hong trong Microsoft Office cho phép chén va thyc
thi ma 1énh

L hong trong Microsoft Office cho phép chén va thyc

3 | CVE-2018-0802 | .. .=

thi ma 1énh
) i L héng trong Microsoft Office va Wordman cho phép

4 CVE-2017-0199 ké tan thyuc thi ma 1€nh tir xa tir d6 kiém soat hé thong.
L3 hong trong Adobe Flash Player trén Windows va

5 | CVE-2015-3113 | o9 1ONG FAPORE HIAST FAAYET TEn TN
OS cho phép ké tan cong tur xa thyc thi ma tuy y

6 | CVE-2019.0703 ) hén% '[I'éfl WindowAs SMAB Se_rver cho phép d6i
tugng tan cong thu thap thong tin

7 | CVE-2017-0143 LF) h(:)ng\ Mi(\:rosoft Wimiovﬂvs ch‘o phép d6i tuong tan
cong chen va thuc thi ma Iénh tir xa
L5 hong trong Microsoft Internet Explorer cho phép

8 | CVE-2010-3962 |d4i twgng tan cong chén va thuc thi ma Iénh tir xa s
dung CSS
LS hong trong Microsoft Internet Explorer cho phép

9 | CVE-2014-1776 |ddi twong tan cong chén va thuc thi ma tdy y, tan cong
tir chdi dich vu.
L hong trong bo xtr ly Hangul Word (HWP) cho phép ké

10 CVE-2015-6585 |tan tir xa thyc thi ma tiy y théng qua mot heap va tép
HWPX.
L3 hong trong WInRAR, 16 hong truyén tai duong dan khi

CVE-2018-20250
11 tao truong tén tép theo dinh dang ACE.
12 | CVE-2016-0034 | hdng Microsoft Silverlight cho phép ké tan cong tir xa




thuc thi ma tay y.

13

CVE-2018-4878

L5 hong ton tai trong Adobe Plash Player 28.0.0.137 cho
phép ké tan cdng chiém quyén kiém soat hé théng bi xam
nhap.

14

CVE-2017-8291

L3 hong trong Artifex Ghostscript cho phép bo qua —
dSAFER va thuc thi Iénh tir xa théng qua nham Ian loai
rsdparams véi chudi con “/OutputFile.

15

CVE-2017-0144
CVE-2017-0145

L& hong trong Windows SMB cho phép ké tan cong thuc
thi ma tuy y tir xa.

16

CVE-2017-7269

L& hong trong Microsoft (11S) 6.0 cho phép ké tan cong tir
xa thuc thi ma tdy y théng qua mot tiéu dé bt dau bang
"If: <http: /" trong yéu cau PROPFIND.




Phuy luc 3
Thong tin IoC lién quan dén cac nhom APT

(kem theo Céng vain s6 /CATTT-NCSC ngay / /2020)

Loai IoC Gia tri Ghi chu

IP/Domain | tintuc.mattrantoquocvnnhanoihcm.com

static.bambooairwaysshy.com

160.20.147.206
92.38.135.81
IP/Domain skypechatvideo.online
IP/Domain mine.remaariegarcia.com

egg.stralisemariegar.com
api.anaehler.com
cloud.anofrio.com
video.viodger.com
term.ursulapaulet.com
inc.graceneufville.com
log.osloger.biz
file.log4jv.info
news.sqllitlever.info
us.jaxonsorensen.club
staff.kristianfiedler.club
bit.catalinabonami.com
hr.halettebiermann.com

cyn.ettebiermahalet.com

Ghi chl: So lwong IoC la rat nhiéu va thay doi thuong xuyén, nén sé dwoc
Trung tam NCSC, Cuc An toan thong tin cap nhdt thuong xuyén thong qua H¢

thong Phan tich va chia sé nguy co tdn céng mang Viét Nam.
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